
INTRODUCTION 

ArcGIS for Server web services are great for sharing GIS data and functionality, but present 
some interesting challenges for GIS developers, administrators, and other GIS 
professionals. These common challenges include: 

• Finding out what services are available on a server. 

• Discovering the properties and capabilities of a service. 

• Testing whether a service is functioning as expected. 

• Troubleshooting problems that occur when working with a service. 

The ArcGIS for Server REST API can help you meet those challenges. 

• LEARNING OBJECTIVES 
• KEY TERMS 
• DATA 

After completing this course, you will be able to: 

• Describe the benefits of RESTful client-server communications. 

• Describe the methods and formats supported by the REST API. 

• Use the REST API to discover available GIS services. 

• Use the REST API to communicate with GIS servers. 

• Use the REST API to help solve common client-server communication issues. 
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Introducing the REST API 

GIS administrators are publishing more and more GIS services to the web. GIS developers 
and desktop GIS users want to consume those services in their applications and maps. In 
order to do this, the GIS services must be findable and understandable, and must behave in 
a consistent way. 

The ArcGIS for Server REST API provides a standard, foundational solution for finding, 
understanding, and working with GIS services. Whether you're a GIS server administrator, a 
GIS developer, or a desktop GIS user, you will benefit from knowing about the REST API. 
Watch this short introductory video to learn more.  [Transcript below] 

 

Time Caption 

0:01 As part of the larger ArcGIS system. ArcGIS for 

0:05 Server publishes GIS data and functionality as 

0:09 services. These GIS services can then be 

0:13 consumed by Esri software such as ArcGIS 

0:16 Online map viewer. as well as by custom GIS 

0:19 applications built with Esri’s Runtime and Web 

0:22 developer toolkits. These solutions communicate 

0:26 with GIS services using a specification known as 

0:30 the ArcGIS for Server REST API. In this course. 

0:34 you will learn about the REST API and how it can 

0:38 help you discover available GIS services and their 

0:41 capabilities. communicate with those GIS 

0:45 services for testing purposes. and troubleshoot 

0:49 and solve some common service communication 

0:52 issues. The REST API skills and knowledge you’ll 

0:55 gain in this course will help you be successful 

0:58 when using ArcGIS for Server services as part of 

1:02 your GIS solutions. Let’s get started. 

 

  



What is REST? 

Before you try to understand the ArcGIS for Server REST API, it will help to look at the 
architecture on which it is based. 

REpresentational State Transfer, or REST, is a way for software to work when distributed 
across a network. When software is being run across a network, a client sends a request to 
a server, the server processes the request, and then the server sends a response back to 
the client.Next > 

 

 

https://www.esri.com/training/courses/57630436851d31e02a43f16a-8331/Content/keyTerm_rest.html


 

 

REST sets guidelines for communications to ensure that clients and servers can understand 
each other to get work done. A RESTful communication: 

• Identifies a specific resource, such as a particular service running on a particular 
server. Specific resources are identified using URLs that end with the name of the 
resource being targeted. 

• Usually includes well-formatted data that the targeted resource uses to perform a 
task. 

A RESTful application programming interface (API) is one that's based on HTTP and the 
REST guidelines. By using the REST architecture, distributed applications gain the following 
benefits. 

• Consistency: Clients and servers know what to expect when working in a RESTful 
architecture because resource names and request/response syntax follow a consistent 
structure. 



• Readability: REST uses formats that are easy for both people and search engines 
to read. 
• Efficiency: RESTful communications are compact and take advantage of cached 
content to reduce bandwidth requirements and wait times. 

  



What is the REST API? 

The ArcGIS for Server REST API is an interface that simplifies interactions between GIS 
applications (clients) and ArcGIS for Server services. 

The REST API: 

• Allows the server to interpret instructions received from the client via HTTP. 

• Enables the server to return well-formatted responses to the client via HTTP. 

 

 

Using the REST API, a GIS application (client) interacts with a GIS server via HTTP requests and 
responses. 

The REST API provides the foundation for client-server communications in many Esri 
products. Esri applications communicate with Esri's GIS services through the REST API. 
The REST API is also the basis for the GeoServices REST Specification, which describes a 
standard that developers can adopt when architecting their own custom GIS servers. To 
learn more about the many ways the REST API is used, you can go 

to http://developers.arcgis.com/en/documentation  to access the ArcGIS REST API 
help. 

https://developers.arcgis.com/en/documentation/
https://developers.arcgis.com/en/documentation/


 

The REST API is used by a growing number of Esri APIs, SDKs, and applications. 

Understanding the REST API and how you can use it will help you be successful when 
working with these products. 

  



What can I do with the REST API? 

Whether you're a GIS application developer, a GIS server administrator, or a GIS 
professional, the REST API can help you when working with web services. 

 

 



 

 

 

In this course, you'll use the REST API to help you with a variety of common tasks. 



Discovering available services 

In the next exercise, you will use the REST API to access the Services Directory for one of 
the ArcGIS Online public servers. To access the Services Directory, send a request to the 
REST API in the form of the following URL: 
http://services.arcgisonline.com/arcgis/rest/services 
This URL is an example of a REST endpoint. When a valid REST endpoint URL is passed 
to the REST API, the response is an HTML-formatted view of the Services Directory page 
for that endpoint. 

Note: Some services in a Services Directory may have been hidden by the ArcGIS Server's 
administrator. You can still use hidden services if you know their endpoint URL. 

 

Use the REST API to display the Services Directory for a GIS server, such as ArcGIS Online. 

The preceding REST endpoint URL is often called the services endpoint because the URL 
ends with the services (root) folder. It is also referred to as the well-known 
endpoint because it is a stable URL that is unlikely to change. This course uses the 
term well-known endpoint for clarity. 

After you have accessed the Services Directory, you can browse available services by 
following the links provided. Each service has its own endpoint. A service endpoint returns a 
page describing the service's properties and capabilities. The service endpoint also 
provides links you can use to view the service's data. You can use this feature to verify 
changes after a data update. 

https://www.esri.com/training/courses/57630436851d31e02a43f16a-8331/Content/keyTerm_services_directory.html
https://www.esri.com/training/courses/57630436851d31e02a43f16a-8331/Content/keyTerm_rest_endpoint.html


 

You can view services to help determine whether a service has the information needed for your project. 

You can also search for RESTful GIS services using your preferred search engine. HTTP 
allows search engines to discover, crawl, and index the information in the Services 
Directory. 

Note: The Services Directory will be disabled for ArcGIS Online services that require a 
subscription. To learn more, visit the hosting server's home page URL; for example, the 
ArcGIS Online Geocoding Service at http://geocode.arcgis.com 

  

http://geocode.arcgis.com/


Searching techniques 

The following video demonstrates the browsing and searching techniques you'll use to find 
and learn about GIS services in the first exercise. [Transcript below] 

 

Time Caption 

0:01 Suppose you’ve received a specification for a GIS 

0:04 mapping application from a customer. The 

0:07 application needs a basemap showing 

0:09 topographic features. and some editable 

0:12 Colorado wildfire data that can be identified and 

0:16 queried. The REST API can help you find GIS 

0:20 services that meet your customer’s needs. One 

0:24 technique is to use the REST API’s Services 

0:27 Directory to browse available services. To do this. 

0:31 enter into a browser the URL for a REST services 

0:35 endpoint. such as the one shown here for ArcGIS 

0:39 Online. The REST API returns the Services 

0:44 Directory showing the services available at that 

0:46 endpoint. You can browse the services to see 

0:50 descriptive information and properties. You also 

0:53 have options for viewing the service’s data to help 

0:57 you determine whether it meets your needs. 

0:61 Another technique for finding services is to use a 

1:03 search engine such as Google. You can use 

1:07 advanced search techniques to target specific 

1:10 ArcGIS for Server instances and to limit results to 

1:14 only certain types of services. The search returns 

1:18 REST service endpoints that you can then visit 

1:21 and browse to learn more about each service. 

1:25 Using these browsing and searching techniques. 

1:28 you can use the REST API’s Services Directory 

1:31 to look for available GIS services that best meet 



1:35 the requirements for your projects. Also. don’t 

1:38 forget that ArcGIS.com is a great source for 

1:43 finding online maps. services. GIS tools and 

1:46 more. 

 

See Exercise1.pdf: Find data for a prototype map 
  



Working with GIS services 

 

The REST Services Directory is more than just a static document describing available 
services; it is also a tool that developers, administrators, and GIS professionals can use to 
interact with services. The Services Directory lets you work with services at the most basic 
level of the REST API, without other APIs involved. This makes the Services Directory a 
useful tool for testing GIS services, because you can build specific test requests and see 
whether the service returns the expected response. 

Watch the following video for an overview of what you will be learning about in this topic. 
[Transcript below] 

Time Caption 

0:01 You’ve seen how to use the REST API to display 

0:04 the Services Directory. but what about actually 

0:07 working with services? The REST API makes it 

0:10 easy to perform comprehensive testing of ArcGIS 

0:14 for Server services. In this topic. you’ll learn how 

0:18 to use the REST API to perform service 

0:21 operations. such as exporting a map or 

0:24 performing a query. You’ll use the REST API 

0:28 Reference to discover the correct syntax for 

0:31 specifying operation parameters. You’ll see how 

0:35 operational requests are structured. and how you 

0:37 can manually adjust the request URI to return 

0:41 responses in different formats. Finally. you’ll use 

0:45 the REST API to verify that a service is working 

0:49 as expected. by sending specific operational 

0:52 requests and checking for specific responses. 

0:56 Let’s get started. 

 

  



GIS resources and operations 

Working with GIS services involves communicating with them. RESTful GIS services use 
URLs to identify specific server resources, but how can you make those resources do 
specific tasks? 

The REST API uses operations to identify tasks that a resource can do. If resources are the 
"nouns" of the Services Directory, operations are the "verbs." 

 

Examples of REST API resources and operations. 

A RESTful URL points to a resource, such as a map service. For example: 

http://services.arcgisonline.com/arcgis/rest/services/World_Topo_Map/MapServer 

It is helpful to refer to RESTful URLs (such as the preceding example) in a generic way, as 
follows: 

http://<service-url> 

To request that a service perform some task, you can add an operation to the URL. 
Operations appear at the end of the URL, followed by any parameters. For example: 

http://<service-url>/<operation>?<parameter-list> 

Throughout this course, the following symbology will be used to help differentiate the 
resource and operation portions of RESTful URLs: 

 

Generic representation of a RESTful URL that includes an operation with parameters. 



Note: If no operation is explicitly given, a default operation may be implied. For the REST 
API, the default operation is to return the Services Directory page (HTML) for the targeted 
resource. 

  



Anatomy of a RESTful URL 

It can be helpful to think about RESTful URLs in terms of resources and operations, but 
these URLs actually consist of many pieces of information, and each piece of the URL plays 
an important role. 

Suppose you have the following URL: 

http://services.arcgisonline.com/ArcGIS/rest/services/Demographics/USA_Median

_Age/MapServer/4/query?text=Vermont&returnGeometry=false 

What are the pieces of this URL, and what is the purpose of each piece? The following 
graphic breaks down the preceding URL into its constituent pieces, and provides some tips 
for success when working with URLs like this. 

 



 

 



 

 



 

 



 

 



 

The key details from the preceding graphic are summarized in the following graphic. 

Remember, point your browser to any valid REST endpoint and the REST API will return 

the Services Directory page for that endpoint. 

 

When built into a RESTful URL, these pieces ask a specific GIS service to perform a specific operation. 

  



Communicating with GIS services 

To ask a GIS service to perform a task (for example, producing a map), you need to build 
and send a request. A request indicates a resource and an operation, as the following 
example shows. 

 

A request is built by combining a resource (green) and an operation (orange). 

How do you know that "export" is an operation supported by the targeted resource? What 
parameters does that operation accept? Is there an easy way to build and send requests 
like this one? 

The answer to all these questions starts with the REST API's Services Directory. The 
Supported Operations section of a resource's page shows which operations that resource 
allows. 

Note: The Services Directory will be disabled for ArcGIS Online services that require a 
subscription. To learn more, visit the hosting server's home page URL; for example, the 
ArcGIS Online Geocoding Service at http://geocode.arcgis.com 

 

Visit the Services Directory page for the USA (MapServer) service on 
sampleserver6.arcgisonline.com. What operations are supported by this resource? 

Answer 
• Export Map 

• Identify 

• Find 

• Return Updates 

• Generate KML 

 

Each supported operation is a hyperlink that takes you to the REST endpoint for that 

operation. An operation's REST endpoint includes an HTML form that lists the operation's 

parameters. You can interact with the form to build requests based on the operation. 

http://geocode.arcgis.com/


 

 

The first few fields in the HTML form for the Export Map operation, showing default values. The form also 

includes eight more fields not shown here. 

Completing the HTML form is easier than manually typing long request URLs, but what 
does each parameter mean, and what kind of input value does it need? 

These questions can be answered using the REST API Reference, which can be accessed 
via the link near the top-right corner of any page in the Services Directory. 

 

The API Reference link is found on each page in the Services Directory. 

The REST API Reference will automatically open to the most appropriate documentation for 
the REST endpoint from which it was opened. For example, if you are viewing the Export 
Map operation endpoint and you click the API Reference link, the REST API Reference will 
show documentation for the Export Map operation. 



The REST API Reference provides details on each parameter, including syntax and 
examples. 

 

A portion of the REST API Reference for the Export Map operation, showing the start of the Request 

Parameters documentation. 

You can use the information in the REST API Reference to understand what each 
parameter does, whether the parameter is required, and the correct syntax to use in the 
HTML form. 

Note: The examples given in the REST API Reference show the argument-value pairs as they 
would appear in a request URL. The HTML form requires only the value portion. Omit the 
argument and equal sign (=) when completing the HTML form. 

 

 

An example from the REST API Reference. When completing the HTML form, enter only the portion to the right 

of the equal sign (=). 

The Services Directory's HTML forms make it easy to build operation requests. The next 

step is to send the request to the server. 

  



Methods for sending requests 

At the bottom of the Export Map HTML form are two options for sending the request to the 
server: 

 

A map can be exported using two different request methods. 

As indicated by these buttons, the REST API supports two HTTP methods for sending 
requests: GET and POST. 

GET is the default HTTP method for sending requests. With the GET method, the operation 
and parameters are passed as part of the URL, making it easy to see what's being sent to 
the server. 

 

GET passes the operation and parameters as part of the request URL. 

Using GET allows you to bookmark specific resources and operations (with specific 
parameters) in your browser. For example, you can bookmark a particular map query that 
you want to perform on a regular basis. 

But there are two common situations in which the GET method won't meet your needs: 

• Long requests—The length of a URL is limited to as few as 1,024 characters by 
some browsers. Request URLs often exceed that length when they include geometry 
information (coordinates), spatial reference text descriptions, or even sufficiently 
complex attribute query criteria. 
• Altering the server—In some situations, you may want to modify the data stored on 
the server. For example, you may want to add a new feature to an editable data layer. 
For safety reasons, requests that effect a change to the state of the server cannot be 



sent using GET (for example, think about the dangers of bookmarking a request to 
delete all features). 

In situations in which GET isn't suitable, use the POST method. POST sends the operation 
and parameters in the body of the request, separate from the URL. 

 

POST passes the operation and parameters in the body of the request. 

The length of the POST body can safely exceed 1,024 characters. Requests sent by POST 
can't be bookmarked because bookmarks record only the URL, not the body, of the request. 

Which method should you choose? 

 

The choice between the GET and the POST methods depends on several factors. 

With the REST API, use the GET method whenever possible. Requests sent via GET are 

easier to troubleshoot and can be copy-pasted or bookmarked. 



More information 
• If the GET method is used with an operation that only allows POST (for example, the 
FeatureServer's Apply Edits operation), a 405 (Method not allowed) error will be 
returned by the server. 

• In some cases, GET can be used to send a long request that is stored as a file on a 
public server. For more information, see Understand options for sending long JSON 
objects in a request (item 6) in the API Reference topic Getting Started 

• When you are working with custom Server Object Extensions (SOEs), certain 
operations may only support POST. For more information, see the API Reference 
topic Map Service Extension 

  

http://resources.arcgis.com/en/help/rest/apiref/gettingstarted.html
http://resources.arcgis.com/en/help/rest/apiref/extension.html


Formatting the responses 

When you send a request to a GIS service, what do you want to receive in response? The 
answer often depends on what you want to do with the response. For example, when 
exporting a map, you often want to display the exported map image, but sometimes you 
might only want to know the scale of the exported image so you can display the map scale 
information. 

Server responses can be returned in a variety of formats. You can choose the format that 
best meets the needs of your particular situation. You specify the response format by using 
the f=format parameter when building the request, as shown. 

 
Use of the format (f=) parameter in a requestl URL. 

In the previous example, the f=html parameter tells the server to return the response in 
HTML format (the format of the Services Directory). 

Note: HTML is the default format. If a RESTful URL's operation doesn't specify f=format, the 
server will assume f=html and will return the response as a Services Directory page. 

The following graphic describes situations in which you might use the format. 

 



 

 



 

 



 

 



 

 



 

More about JSON 
 
JavaScript Object Notation (JSON) is a plain-text format that can represent complex data, 
such as feature geometry and attributes, in a consistent way. For more JSON-related 
information and tools, see: 

• Wikipedia: http://en.wikipedia.org/wiki/JSON 
• JSON.org: http://json.org 
• JSONLint, a JSON validation and formatting tool: http://jsonlint.com 

 
You have learned how RESTful requests are constructed and sent, and how to request 
responses in a variety of formats. You're ready to put this knowledge to work! 
 

See Exercise2.pdf: Testing a service’s operations 
  

http://en.wikipedia.org/wiki/JSON
http://json.org/
http://jsonlint.com/


 

 

 


